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Preface

This guide is a reference document on configuring the data system for TSQ Series II 
and Orbitrap Tribrid Series instruments.

Using this Manual
This guide contains instructions on configuring the data system computer for the following 
products: 

• Thermo Scientific TSQ Series II Mass Spectrometer

• Thermo Scientific Orbitrap Tribrid Series Mass Spectrometer

Contents

• Using this Manual

• Special Notices

• Contacting Us

Note  This guide is intended for customers who have a solid technical background and 
who are aware of all the documentation provided with the instrument.

IMPORTANT  Thermo Scientific factory PCs are configured, tested, and supported to 
ensure compatibility with our instruments. We support what we have tested. For 
non-Thermo PC, since we have not tested with our instrument, we would not be able to 
support it. However, we anticipate that it should still work, provided the Instrument PC 
(IPC) satisfy the minimum PC requirements and Windows configuration and settings 
documented.
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Special Notices
Make sure you follow the special notices presented in this document. Special notices appear in 
boxes; those concerning safety or possible system damage also have corresponding caution 
symbols.

Contacting Us
There are several ways to contact Thermo Fisher Scientific for the information you need. You 
can use your smartphone to scan a QR code, which opens your email application or browser. 

Important Export Compliance Notice

All information contained in or attached to this guide is subject to applicable export control 
laws, especially EU and US export control regulations. Any further distribution, disclosure, 
or copying of this information within our company/dealer network must strictly comply 
with all applicable export control laws. If you have any questions in this respect, then please 
contact your local export compliance team for further information!

IMPORTANT  This guide has been reviewed and approved by the Unity Lab Services 
Global Service Product Support Group. Any technical questions or comments regarding 
this guide must be directed to the respective product line support group. Any questions 
regarding the distribution of this guide or administrative questions should be directed to 
uls.sps@thermofisher.com.

IMPORTANT  Highlights information necessary to prevent damage to software, loss of 
data, or invalid test results; or might contain information that is critical for optimal 
performance of the system.

Note  Highlights information of general interest.

Tip  Highlights helpful information that can make a task easier.

Contact us Customer Service and Sales Technical Support

(U.S.) 1 (800) 532-4752 (U.S.) 1 (800) 532-4752

(U.S.) 1 (561) 688-8731 (U.S.) 1 (561) 688-8736

mailto:uls.sps@thermofisher.com
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us.customer-support.analyze
@thermofisher.com 

us.techsupport.analyze
@thermofisher.com 

To find global contact information or customize your request

1. Go to thermofisher.com. 

2. Click Contact Us and then select the type of support you need.

3. At the prompt, type the product name. 

4. Use the phone number or complete the online form. 

To find product support, knowledge bases, and resources

Go to thermofisher.com/us/en/home/technical-resources.

To find product documentation

Go to https://docs.thermofisher.com/

To find product information

Go to thermofisher.com/us/en/home/brands/thermo-scientific. 

Note  To provide feedback for this document: 

• Send an email message to Technical Publications (techpubs-lcms@thermofisher.com).

Contact us Customer Service and Sales Technical Support

https://www.thermofisher.com/us/en/home/brands/thermo-scientific.html
https://docs.thermofisher.com/
mailto:us.customer-support.analyze@thermofisher.com
mailto:us.customer-support.analyze@thermofisher.com
mailto:us.techsupport.analyze@thermofisher.com
mailto:us.techsupport.analyze@thermofisher.com
https://www.thermofisher.com
https://www.thermofisher.com/us/en/home/technical-resources.html
mailto:techpubs-lcms@thermofisher.com
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System Requirements

For the latest hardware requirements, refer to the recent Thermo Scientific TSQ Series II or 
Orbitrap Tribrid Series Instrument Control Software Release Notes.

For the latest software requirements, check the recent Thermo Scientific TSQ Series II and 
Orbitrap Tribrid Series Instrument Control Software Release Notes.

Table 1. Hardware requirements for the TSQ Series II and Orbitrap Tribrid Series 
Instrument Control Data System

System Requirements

Computer 2.1 – 4.9 GHz, 12-core Intel™ i7 processor
32 GB RAM
512 GB SSD hard drive
Additional 1 – 4 TB second hard disk drive
Display of 1920 × 1080
Two network interface cards (NIC), 1,000 MBit/s

Table 2. Software requirements for the TSQ Series II 3.4 SP2 and Orbitrap Tribrid Series 4.1 
Instrument Control Data System

Software Requirements

Mandatory software

Operating System Microsoft™ Windows™ 10 IoT Enterprise 2019 
LTSC or 2021 LTSC

PDF Reader Adobe™ Reader DC

Thermo Fisher Scientific 
Software

Foundation 3.1 SP9

Optional software (at least one needs to be selected)

Thermo Fisher Scientific 
Software

Xcalibur 4.6 or higher

Chromeleon 7.3.2

TraceFinder 5.1 SP3 or higher

Tip  The most recent version of the Thermo Fisher LSMS software can be found at 
https://thermo.flexnetoperations.com/control/thmo/login.

IMPORTANT  Other versions of Windows like Pro, Education, and so on are not 
supported and might not work properly.

https://thermo.flexnetoperations.com/control/thmo/login
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Power Button Settings

1. Click the Left Arrow at the top of the window to get back to the Power Options window.

2. Click on Choose what the Power Buttons do to open the Power Button Settings.

3. Under Power and Sleep Button Settings, do the following:

a. From the When I press the power button dropdown list, select Shut Down.

b. From the When I press the sleep button dropdown list, select Do Nothing.

Figure 8. Power and Sleep Button Settings

USB Power Options

1. Go to Control Panel > Hardware and Sound > Devices and Printers > Device
manager.

2. Make sure that the Allow the computer to turn off this device to save power needs
checkbox is clear for each of the devices under Universal Serial Bus controllers with power
management settings.

Tip  Also disable the USB Power Management after connecting and configuring the 
Vanquish and Ultimate3000 HPLC modules as well.
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Figure 9. USB Power Settings

LAN Power Options

1. Go to Control Panel > Hardware and Sound > Devices and Printers > Device
manager.

2. Make sure that the Allow the computer to turn off this device to save power checkbox
is clear for all network cards. If there is no Power Management tab for the Ethernet card,
this step can be skipped.
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Figure 10. LAN Power Options

Local Group Policy Windows Updates

1. Proceed by pressing <> + <R>, and running “gpedit.msc”.

2. Select Local Computer Policy > Computer Configuration > Administrative Templates
> Windows Components > Windows Update, the following settings have to be chosen.
Right-click each setting and choose Edit to open the dialog box.

a. For Enabling Windows Update Power Management to automatically wake up the
system to install scheduled updates, select Disabled. Click OK.

IMPORTANT  These setting may be overwritten by a domain level Group Policy. These 
settings should be reviewed with corporate domain administrators to determine how best 
to implement for their specific environment.

Note  The Thermo Scientific factory computers, beginning with the Dell XE4 models, 
have undergone CIS hardening to enhance security measures. For more detailed 
information, refer to the 'IMPROVED SECURITY FOR INSTR PCS.pdf'. 

The PDF document is stored on the desktop of the Thermo Scientific factory computer, 
which is equipped with the TSQ Series II and Orbitrap Tribrid Series MS instrument, 
starting from the Dell XE4 model. If it is not available, contact your Thermo Fisher 
Service representative.
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Figure 11. Enabling Windows Update Power Management to automatically wake up the 
system to install scheduled updates

b. For Configure Automatic Updates, select Enabled. In Configure automatic 
updating, select 3 - Auto download and notify for install. Click OK. 

Figure 12. Configure Automatic Updates
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c. For No auto-restart with logged on users for scheduled automatic updates 
installations, select Enabled. Click OK. 

Figure 13. No Auto Restart

Updates for other Microsoft Products when Updating Windows

1. Go to Settings > Update & Security > Windows Update > Advanced options.

2. Set Give me updates for other Microsoft products when I update Windows to Off.
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Figure 14. Advanced Update Options

Remote Connection Settings

1. Go to Control Panel > System and Security > System > Advanced system settings.

2. In the Remote Assistance area, clear the Allow Remote Assistance connections to this 
computer checkbox.

Figure 15. Disabling Remote Assistance

3. In the Remote Desktop area, select Allow remote connections to this computer.
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.NET Framework 3.5

1. Go to Control Panel > Programs > Programs and Features > Turn Windows features 
on or off.

2. Select .NET Framework 3.5 (includes .NET 2.0 and 3.0).

Figure 16. .NET Framework 3.5

.Net Framework Advanced Services

1. Go to Control Panel > Programs > Programs and Features > Turn Windows features 
on or off.

2. .NET Framework 4.8 Advanced Services > ASP.NET 4.8 checkbox should be selected.

3. WCF Services > TCP Port Sharing checkbox should be selected.

Figure 17. .NET Framework 4.8 Advanced Settings
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Microsoft Message Queue (MSMQ) Server

1. Go to Control Panel > Programs > Programs and Features > Turn Windows features 
on or off.

2. Under MSMQ Server > MSMQ Server Core, select the MSMQ Triggers checkbox.

3. Under MSMQ Server > MSMQ Server Core, select the Multicasting Support 
checkbox.

4. Under MSMQ Server, select the MSMQ DCOM Proxy checkbox.

Figure 18. Microsoft Message Queue (MSMQ) Server

Time Synchronization

1. Go to Settings > Time & language > Date & time.

2. Set time automatically should be On. Verify that the date and time are correct.

If you need to manually change the date and time, set Set time automatically to Off.

Tip  The displayed .NET version will follow the installed OS version. This example shows 
.NET 4.8.
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Figure 19. Date and Time

Activity History

1. Go to Settings > Privacy > Activity History.

2. Check Store my activity history on this device and clear Send my activity history to 
Microsoft.

3. Under Clear Activity History, select Clear.
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Figure 20. Activity History

Network Adapter: Instrument

1. Define which network card will be used for communication with Instrument and which 
for local/company connection. Typically, an embedded network card is used for the 
local/company LAN network and an additional network card is used for communication 
with the instrument.

2. Go to Control Panel > Network and Internet > Network and Sharing Center > change 
adapter settings to open the network connection window.

3. Make sure the instrument network adapter name is set to Thermo MS. Right-click on the 
network icon and select Rename from the drop-down menu to rename the network 
adapter.

Figure 21. Instrument Network Adapter Name

4. From the menu, select Configure to configure the connection selected for the instrument. 
Double-click on Internet Protocol Version 4 (TCP/IPv4) to open the Properties dialog 
box.
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The network configuration for the mass spectrometer is shown in Figure 22. It must have 
a static assigned IP address and associated subnet mask.

IP Address: 172.16.0.101

Subnet Mask: 255.255.0.0 (this is the Windows default and will likely be pre-filled when 
selected)

The DNS server addresses can be left blank.

Figure 22. Network Configuration for the Mass Spectrometer

5. If your local network or company IP range overlaps with the instrument IP range, contact 
your Thermo Fisher local service representatives to discuss how to change the instrument 
IP range.

Thermo Fisher Scientific Software Installation

General Information

The computer should ideally have a freshly installed supported operating system without 
fragments of previous Thermo Fisher Scientific software installations. You must have 
administrator rights to install software on the computer.

IMPORTANT  If you need to rename the computer, you must do so before installing the 
software.
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Order of Installation

Xcalibur Data System Order of Installation

1. Adobe Reader, which is included with the Thermo Scientific installation media.

2. Xcalibur software. Foundation and FreeStyle are automatically installed by the Xcalibur 
installer.

3. TraceFinder software (optional). TraceFinder has dependency on Xcalibur. A TraceFinder 
installation requires Xcalibur.

4. TSQ Series II or Orbitrap Tribrid Series ICSW.

5. LC Drivers (optional): SII for Xcalibur or LC Devices.

Chromeleon Data System Order of Installation

1. Chromeleon CDS

2. Foundation (standalone version).

The Foundation 3.1 SP9 installer can be downloaded from Flexera at 
https://thermo.flexnetoperations.com/control/thmo/login.

3. TSQ Series II or Orbitrap Tribrid Series ICSW. The ICSW has dependency on 
Foundation. 

4. FreeStyle (optional). FreeStyle has a dependency on Foundation. 

Note  In case you need to uninstall the software, it should be done in reverse order: 
instrument drivers, TraceFinder, FreeStyle, Xcalibur and then Foundation from the 
Control Panel. 

You must de-configure all instruments from Instrument Configuration before proceeding 
with the uninstall and install process.

IMPORTANT  The Xcalibur software must be compatible with the MS instrument control 
software (ICSW) and the LC Driver software. Besides this compatibility, the LC Driver 
software must also be compatible with the specific models/makes of the LC modules being 
controlled. The LC modules must also contain the specific firmware required/tested with 
the Xcalibur and LC Driver version. If any of the hardware, software versions, or 
firmware versions is not compatible, control of the mass spectrometer and/or LC device 
may be halted and the system will be rendered inoperable.

We recommend engaging with a Thermo Scientific trained Field Service Engineer to 
ensure a comprehensive compatibility check of the software versions before proceeding 
with the installation process.

Note  Documentation on how to install the Chromeleon CDS is provided on its media.

https://thermo.flexnetoperations.com/control/thmo/login?nextURL=%2Fcontrol%2Fthmo%2Fhome
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Install Adobe Reader 

The installation file can be found on the TSQ Series II or Orbitrap Tribrid Series ICSW 
installation medium in the Prerequisites\Adobe folder. Run the installation in the default 
configuration.

Install Thermo Foundation Platform

General info about Xcalibur_System Account

The default installation of the Foundation platform and the Xcalibur data system includes the 
generation of the Xcalibur_System user account. This account is used by the Foundation 
platform to run acquisition with required privileges, and it needs to be part of the 
Administrators group. This account is protected by a random, autogenerated password and is 
locked for local login. All of this is due to legacy reasons. The presence of the Xcalibur_System 
account in the administrator group can be a security risk.

Computer will be used for Control of LC systems other than Easy-nanoLC

The following procedure describes how to install the Thermo Foundation platform without 
the Xcalibur_System account for Foundation 3.1 SP9 and Foundation 3.1 SP10.

Clean installation procedure for Foundation 3.1 SP9

1. Turn on the computer and install Xcalibur 4.7, which includes the installation of 
Foundation 3.1 SP9 from the ThermoLauncher.

2. After successful installation, select Control Panel > Program and Features and uninstall 
the Thermo Foundation platform.

3. Go to https://thermo.flexnetoperations.com/control/thmo/login and log in to download 
the standalone Foundation software from the Other Releases folder.

IMPORTANT  If SII for Xcalibur is already installed on the computer before installing 
Chromeleon, perform a complete uninstallation of SII for Xcalibur from the Control 
Panel, manually remove all Chromeleon and Dionex folders, subfolders and directories 
located under C:\ProgramData, C:\Program Files, and C:\Program Files(x86). 

It is recommended to start from a freshly installed, supported operating system to avoid 
any residual traces of previous SII for Xcalibur software. For any inquiries or questions, 
contact your Thermo Fisher Scientific Service representative.

Tip  Starting with the Foundation platform 3.1 SP8 / Xcalibur data system 4.5, the use of 
this account can be suppressed by the Foundation platform installer.

https://thermo.flexnetoperations.com/control/thmo/login
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Figure 23. Foundation Setup

4. Download the Foundation platform version 3.1 SP9 and then select the
ThermoPlatform.exe file to launch the installation wizard.

Figure 24. Foundation Setup

5. Click Options on the installer and select the checkbox Remove Xcalibur_System
account during installation and follow the on-screen instructions to complete the
installation.
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Figure 25. Foundation Setup

6. Install the instrument drivers required for the Xcalibur data system and restart your
computer.

Clean installation procedure for Foundation 3.1 SP10

1. Turn on the computer and install Xcalibur 4.7 SP1, which includes the installation of
Foundation 3.1 SP10 from the ThermoLauncher.

2. Uninstall Foundation platform by navigating to Control Panel > Programs and Features.
Right-click Thermo Scientific Foundation 3.1, and then click Uninstall/Change.

Note  

• If the Xcalibur data system software is already installed on your Instrument computer,
unconfigure instruments by going to Start > Instrument Configuration and remove
the configured LC and MS devices.

• If Thermo Scientific™ Standard Instrument Integration (SII) application for Xcalibur
data system is installed, go to Control Panel > Programs and Features and uninstall
it. Right-click SII for Xcalibur x.x (where x.x is the version number), and click
Uninstall/Change. Then proceed to Step 2.
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Figure 26. Uninstall Thermo Foundation Platform

3. Go to https://thermo.flexnetoperations.com/control/thmo/login and log in to download
the Foundation 3.1 SP10 software from the Other Releases folder.

Figure 27. Product Download

4. Click the Foundation 3.1 SP10.zip folder to download the zip folder and extract its
contents to a folder in the local drive.

Note  The Foundation 3.1 SP10 zip file contains the following five files:
• ThermoPlatform_x86
• VIExtensionMSM.msm
• ThermoPlatform.exe
• ThermoFisher.PreinstallCleanup.exe
• PreinstallCleanupOverride.cmd

https://thermo.flexnetoperations.com/control/thmo/login
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5. Click PreinstallCleanupOverride.cmd tool from the standalone Foundation 3.1 SP10
folder.

6. Restart your computer.

7. Click ThermoPlatform.exe from the Foundation 3.1 SP10 folder to launch the
Foundation software installation wizard.

8. Click Options on the Software Agreement page and then select Remove
Xcalibur_System account during installation check box on Setup Options page.

Figure 28. Software Agreement Page and Setup Options Page

9. Follow the on-screen instructions to complete the installation.

10. After complete installation of the Foundation Platform software, restart the computer.

11. If SII for Xcalibur x.x is uninstalled in step 1, reinstall it.

Upgrading from Xcalibur 4.6 to Xcalibur 4.7 

1. Select Start > Instrument Configuration and remove the configured LC and MS
instruments.

2. Upgrade Xcalibur data system from version 4.6 to version 4.7.

3. After successful upgrade, select Control Panel > Program and Features and uninstall
Thermo Foundation platform 3.1 SP9 and restart your computer.

4. Go to https://thermo.flexnetoperations.com/control/thmo/login and log in to download
the Foundation software from the Other Releases folder.

Click Options (Opens to Setup Options) 

Select Remove Xcalibur_System account 
during installation

Note  If the instrument drivers are installed, proceed with reconfiguring the devices on the 
Instrument Configuration page.

If the instrument drivers are not present in the Xcalibur data system, proceed with their 
installation followed by their configuration under Instrument Configuration.

https://thermo.flexnetoperations.com/control/thmo/login
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Figure 29. Foundation Setup

5. Download Thermo Foundation platform version 3.1 SP9 and then select the
ThermoPlatform.exe file to launch the installation wizard.

6. Click Options on the installer and select the checkbox Remove Xcalibur_System
account during installation and follow the on-screen instructions to complete the
Thermo Foundation installation.

Figure 30. Foundation Setup

7. Restart your computer.

8. Select Start > Instrument Configuration and then reconfigure the required LC and MS
instruments.
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Upgrading from Xcalibur 4.7 to Xcalibur 4.7 SP1

1. Go to Start > Instrument Configuration and remove the configured LC and MS
instruments.

2. Upgrade Xcalibur data system from the current version to the 4.7 SP1 version by
performing the following steps in sequential order:

i. Uninstall SII for Xcalibur x.x (and/or LC Devices Drivers) by navigating to
Control Panel > Programs and Features and then right-click Thermo Scientific SII
for Xcalibur x.x (and/or LC Devices Drivers), and then click Uninstall/Change.

ii. Uninstall Xcalibur data system by navigating to Control Panel > Programs and
Features and then right-click Thermo Scientific Xcalibur, and then click
Uninstall/Change.

iii. Uninstall Foundation platform by navigating to Control Panel > Programs and
Features and then right-click Thermo Scientific Foundation 3.1, and then click
Uninstall/Change.

iv. Copy the Xcalibur 4.7 SP1 data system installer version in the local drive and
proceed with its installation.

3. After successful upgrade, go to Control Panel > Program and Features and right-click
Thermo Scientific Foundation 3.1, and then click Uninstall/Change to uninstall
Foundation.

Figure 31. Uninstall Thermo Foundation Platform

4. Go to https://thermo.flexnetoperations.com/control/thmo/login and log in to download
the Foundation 3.1 SP10 software from the Other Releases folder.

Note  The Xcalibur 4.7 SP1 data system software cannot be installed from 
desktop, USB drive, network drive, or mapped drive.

https://thermo.flexnetoperations.com/control/thmo/login
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Figure 32. Flexnet Operation

5. Click the Foundation 3.1 SP10 zip folder to download the zip folder and extract its 
contents to a folder in the local drive.

6. Click PreinstallCleanupOverride.cmd tool from the standalone Foundation folder.

7. Restart your computer.

8. Click ThermoPlatform.exe from the Foundation folder to launch the Foundation 
software installation wizard.

9. Click Options on the Software Agreement page and then select Remove 
Xcalibur_System account during installation check box on Setup Options page.

Note  The Foundation 3.1 SP10 zip file contains the following five files:
• ThermoPlatform_x86
• VIExtensionMSM.msm
• ThermoPlatform.exe
• ThermoFisher.PreinstallCleanup.exe
• PreinstallCleanupOverride.cmd
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Figure 33. Software Agreement Page and Setup Options Page

10. Follow the on-screen instructions to complete the installation.

11. After complete installation of the Foundation Platform software, restart the computer.

12. If SII for Xcalibur x.x is uninstalled in step 2, reinstall it.

Computer will be used for Control of Easy-nanoLC

1. Run the standalone installer for the Foundation platform (ThermoPlatform.exe).

2. Click Install.

3. Restart the computer.

4. Install the driver for Easy-nanoLC.

5. Uninstall the Thermo Foundation platform from the Control Panel.

6. Proceed with the installation of the Foundation platform as described in “Computer will 
be used for Control of LC systems other than Easy-nanoLC” on page 20.

Install the Xcalibur Data System

If the computer will be used exclusively with Chromeleon, the Xcalibur installation can be 
skipped.

1. Run ThermoLauncher.exe.

Click Options (Opens to Setup Options) 

Select Remove Xcalibur_System account 
during installation

Note  If the instrument drivers are installed, proceed with reconfiguring the devices 
on the Instrument Configuration page.

If the instrument drivers are not present in the Xcalibur data system, proceed with 
their installation followed by their configuration under Instrument Configuration.
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2. Click Next.

3. Click Thermo Xcalibur 4.7 (version number may vary based on the installer).

Port Required by AcquireX in Xcalibur

For Orbitrap Tribrid MS with an Xcalibur data system, the AcquireX feature uses a data 
processing engine that uses port 28400 on the computer for endpoint listening and 
authentication purposes. Ensure port 28400 on the Xcalibur data system is open for AcquireX 
to work properly.

The application name is: Magellan Processing Engine (MPE) - 
THERMO.MAGELLAN.ACQUIREXENGINE.EXE

The MPE comes with an embedded REST service that consists of endpoints that can request 
information about available analysis templates (prepared workflows with a simplified set of 
parameters), start new jobs (execute templates), and receive status information about the jobs.

Install TSQ Series II or Orbitrap Tribrid Series Instrument Control Software

Install the Instrument Driver

1. Run the TSQSeriesIIFullSetup-buildnumber.exe file or the 
TribridSeriesFullSetup-buildnumber.exe file.

2. Select the instrument model. 

IMPORTANT  Xcalibur requires all users to have read/write privileges to data folders and 
subfolders, and to any folders and subfolders with the name Thermo, Thermo Scientific, 
or Thermo Fisher Scientific (such as in C:\Program Data, Program Files, and 
Program Files (x86)).

Also ensure the Xcalibur folder (C:\Xcalibur) and other user-created or user-defined data 
folders on the C:\ or D:\ drive, and any folders Thermo or Thermo Scientific, or Thermo 
Fisher or, Thermo Fisher scientific (under Program Data, Program Files) are excluded 
from being actively scanned by anti-virus software.

IMPORTANT  By default, the MPE uses port 28400 to listen for incoming connections. 
If your system blocks the port by default, you might need to enable access to the port. 
The port can be changed in the config file (Thermo.Magellan.AcquireXEngine.exe.config) 
at C:\Xcalibur\system\programs\Server\Misc\LPE\AcquireX\bin_x64\Release folder.

IMPORTANT  For the installation and configuration of the TSQ Series II and Orbitrap 
Tribrid Series ICSW, consult the TNG-Install-Network-Guidelines manual, for more 
information about networking, ports, firewall, and antivirus software.

Note  Only one instrument model can be installed on the computer.
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3. Select I understand and agree with the Software License Agreement.

4. Select Install.

Restore the Mass Calibration File

Transfer the TNGCalFile.xmb file from the original factory computer to the same directory 
on the new computer. 

Ensure that the TSQ Series II and Orbitrap Tribrid Series ICSW version remains consistent 
across both computers. It is not advisable to the transfer calibration file between computers 
with different ICSW versions, as this is not supported.

• C:\Thermo\Instruments\TNG\Modelname\Version\System\MSI\TNGCalFile.xmb

If the file is not available, contact your Thermo Fisher Service representative.

Toggle the black electronics switch on the MS to Service Mode for 5 seconds, then back to 
Operating Mode.

Note about Chromeleon Enterprise

Only perform the full driver installation on the data system computer for the system, also 
called the instrument control PC (IPC). 

Chromeleon Clients, CITRIX, and Windows Terminal Server need to use the Workstation 
version of the driver and do not require the Foundation platform to be installed. For more 
details, contact your eCDS support representative.

Note  The location of the TNGCalFile may change depending on the ICSW version. 
Starting from TSQ II 4.0 or Orbitrap Tribrid 4.1, the new location for the TNGCalFile 
will be:

• C:\ProgramFiles\Thermo Scientific\Instruments\TNG\’modelname’\’version’\
\System\MSI\TNGCalFile.xmb

OPTIONAL  There are additional files that can be transferred if desired. These are the list 
of Favorites and History that are saved in the Tune page.

To transfer the complete list of favorites and history, the two folders are located at:

• C:\Thermo\Instruments\TNG\[instrument]\[softwareversion]\System\msx\TuneUI

These folders need to be transferred to the new computer.



 1 Configuring the Data System
Thermo Fisher Scientific Software Installation

Thermo Scientific Configuring the Data System for TSQ Series II and Orbitrap Tribrid Series Mass Spectrometers 31

Install Thermo Scientific TraceFinder Application

The Thermo Scientific TraceFinder application is licensed software. The installation of the 
TraceFinder application is optional. Documentation with information about how to install 
the TraceFinder application is provided on its installation medium.

Important Notes on TraceFinder

1. TraceFinder requires all users to have read/write/DELETE privileges to the 
C:\TraceFinderData folder and its sub-folders, the C:\Thermo folder and its sub-folders, 
and the data repositories set in the Administrator Console.

2. Ensure that the TraceFinder data repositories (C:\TraceFinderData and data repositories 
set in the Administrator Console) and any folders Thermo or Thermo Scientific, or 
Thermo Fisher or, Thermo Fisher scientific (such as Program Data, Program Files) are 
excluded from being actively scanned by anti-virus software.

Install Thermo Scientific Chromeleon Chromatography Data System (CDS)

The Thermo Scientific Chromeleon™ Chromatography Data System (CDS) is licensed 
software. The installation of the Chromeleon CDS is optional. Documentation on how to 
install the Chromeleon CDS is provided on its media. 

Make sure that the final computer name is set and the Windows Domain membership is 
applied (if applicable) before the installation of the Chromeleon CDS. For instructions on 
how to change the computer name after the installation of the Chromeleon CDS, contact 
local Thermo Fisher service representative.

Set SQLEXPRESS Port

This procedure is applicable only when the Chromeleon CDS is installed in the Enterprise 
environment. 

1. Select Start > Microsoft SQL Server [version] Configuration Manager.

2. Select SQL Sever Network Configuration > Protocols for SQLEXPRESS.

3. Right-click TCP/IP in the right pane and then select Properties.

IMPORTANT  Make sure that all required options (drivers and features) are selected during 
the installation.

Note  You may install the Chromeleon CDS before any other Thermo Scientific software.
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Figure 34. SQL Server Configuration Manager

4. Select the IP Addresses tab. 

5. In the TCP Port box enter 1433.

6. Dynamic TCP Ports needs to be blank.

LC Drivers: SII for Xcalibur or LC Devices (Optional)

1. Install the required LC drivers based on the need of configuration. Documentation is 
provided on the installation media of the used drivers.

2. If you need to rename the computer, you must do so before installing SII for Xcalibur. 

Additional Recommendations

Note  The following information applies to Xcalibur installations only. For Chromeleon 
installations, you do not need to install LC drivers.

IMPORTANT  Thermo Fisher Scientific is unable to anticipate the modifications 
introduced by updates from third-party providers on the IPC, as they are not subjected to 
testing and support. For seamless alignment between your IT strategy and laboratory and 
instrument operations, it is essential that your IT group coordinates security updates 
judiciously. Avoid initiating updates or security scans during data acquisition by the 
instrument.

Prior to implementing firewall, antivirus policies and Group Policy Object (GPO) 
changes on the IPC, maintain a detailed record of alterations made, including the specific 
changes and the respective application dates. Your IT group should establish a strategy for 
potential rollback procedures in case the instrument ceases to function properly due to 
these alterations.

As a best practice, we highly recommend that your IT group securely stores and manages 
the IPC login credentials to effectively mitigate the risk of PC lockouts.
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Antivirus Software

If you use spinning HDDs, it is suggested to deactivate scheduled scans and leave only the 
on-access scan running. If regular scans are required, run these manually, when the system is 
not acquiring. To ensure the best performance, exclude the Xcalibur folders and the 
Foundation folders from the scan. Ensure anything Thermo or Thermo Scientific, or Thermo 
Fisher, or Thermo Fisher Scientific (such as Program Data, Program Files) are excluded from 
being actively scanned by anti-virus software. The following are examples of folders to exclude 
from scans: 

• C:\Program Files\Thermo

• C:\Program Files\Thermo Fisher Scientific

• C:\Program Files (x86)\Thermo

• C:\ProgramData\Thermo

• C:\ProgramData\ThermoFisher

• C:\ProgramData\Thermo Scientific

• C:\Thermo

• C:\TraceFinderData

• C:\Xcalibur

• C:\ProgramData\Dionex

This especially concerns the folders where raw data is saved (“C:\Xcalibur\data” by default). 
For all types of disks, raw files should be also be excluded from the scan because these files 
tend to be quite large and on-access scans might run into issues. Because they are not 
executable and generated locally, it will not pose any risk.

If TraceFinder is installed on the computer, ensure the TraceFinder Data directory 
(“C:\TraceFinderData” by default and other data directories set in the Administrator Console) 
are excluded from being actively scanned by anti-virus software. Active raw file scanning or 
system scanning during processing will adversely affect overall system performance.

Firewall Configuration

The Thermo Fisher Scientific installers customize the Windows Defender Firewall settings to 
meet their needs. If a third-party firewall is used, it is necessary to adopt the firewall rules from 
the Windows Defender Firewall. Rules can be identified by starting with Thermo, TNG, 
Chromeleon, Xcalibur, Finnigan. The firewall for the network connection with the 
instrument can also be disabled.
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Hard Drive Encryption

It's important to note that we have not conducted any testing with BitLocker or other 
encryption software enabled on the TSQ Series II and Orbitrap Tribrid Series data system.

There is a possibility that such encryption software could have a detrimental impact on the 
functionality and data acquisition with Xcalibur or Chromeleon. This concern arises because 
acquisition software requires constant access to files located within any directories related to 
Thermo, Thermo Scientific, Thermo Fisher, or Thermo Fisher Scientific.

We recommend carefully considering the implications of enabling encryption on the TSQ 
Series II and Orbitrap Tribrid Series data system and conducting thorough testing before 
implementing any changes to ensure the continued reliability and performance of the system.

Third-Party Security Software

It's important to note that we have not conducted any testing with third-party security 
software on the TSQ Series II and Orbitrap Tribrid Series data system.

There is a possibility that the third-party security software could interfere with the 
functionality and data acquisition with Thermo software. 

We recommend full system image backups are recorded at various stages in order to be able to 
roll back to working condition before third-party security software is installed and activated.

Internet Access

Xcalibur, TraceFinder, and Chromeleon software operate independently of internet access for 
their functionality and data acquisition. These desktop-based programs generate data files 
stored locally on the hard disk.

Product and Application Updates

Application updates incorporating new features and bug fixes are expected. It is recommended 
to engage Thermo Fisher Field Service Engineers, who are trained specifically for software 
updates, to ensure seamless and optimal updates for the TSQ Series II and Orbitrap Tribrid 
Series instruments.

Windows Updates

It's advisable to run Windows updates before proceeding with the Thermo software and 
application installation. This approach ensures compatibility since new Thermo software 
applications are usually validated on the latest Windows LTSC builds. Therefore, it's 
recommended to perform Windows updates before initiating Thermo application software 
updates.
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Anti-Malware Software

This should cause no issues, because these programs scan for certain executable files, registry 
entries, macros, and so on. If special solutions are installed here, it might make sense to 
exclude all folders with our software from automatic scans and not run scheduled scans while 
the instrument is acquiring.

Penetration Testing

The instrument network itself should be excluded from these tests, or coordinated with the 
instrument operators, to avoid any issues with data acquisition.

Cross Check Settings

General recommendation is to check if all required settings are still in place after all GPOs are 
applied and after the computer has restarted.
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